Sanitizers

Address sanitizer

AddressSanitizer (aka ASan) is a memory error detector for C/C++. It finds:

Use after free (dangling pointer dereference)
Heap buffer overflow

Stack buffer overflow

Global buffer overflow

Use after return

Use after scope

Initialization order bugs

Memory leaks

Each bullet point links to an example (in C++) of what it looks like when ASan detects an error. They all start similar (ERROR: Addr essSani ti zer ...)
except for Memory leaks (ERROR: LeakSanitizer...). Two exanples are provided bel ow

use-after-free.c

#i ncl ude <stdlib.h>

int main() {
char *x = (char*)nalloc(10 * sizeof(char*));
free(x);
return x[5];

}

Address Sanitizer: heap use after free

==162==ERROR. AddressSani ti zer: heap-use-after-free on address 0x607000000025 at pc 0x0000004c317b bp
Ox7f fccaf 1d220 sp Ox7ffccaf 1d218
READ of size 1 at 0x607000000025 thread TO

#0 0x4c317a in main (/mt/c/ Users/ Pascal / netdef/a. out +0x4c317a)

#1 O0x7f60f59e00b2 in __libc_start_main (/1ib/x86_64-1inux-gnu/libc.so.6+0x270b2)

#2 0x41b2dd in _start (/mt/c/Users/Pascal/netdef/a.out+0x41b2dd)

0x607000000025 is |located 5 bytes inside of 80-byte region [ 0x607000000020, 0x607000000070)
freed by thread TO here:

#0 0x49379d in free (/mt/c/ Users/ Pascal/ netdef/a. out +0x49379d)

#1 0x4c3135 in main (/mt/c/ Users/Pascal / net def/a. out +0x4c3135)

#2 0x7f 60f59e00b2 in __libc_start_main (/1ib/x86_64-1inux-gnu/libc.so.6+0x270b2)

previously allocated by thread TO here:
#0 0x493ald in malloc (/mt/c/ Users/Pascal/ netdef/a. out +0x493ald)
#1 0x4c3128 in main (/mt/c/Users/Pascal / netdef/a. out +0x4c3128)
#2 0x7f 60f59e00b2 in __libc_start_main (/1ib/x86_64-1inux-gnu/libc.so.6+0x270b2)

SUMMARY: AddressSanitizer: heap-use-after-free (/mt/c/Users/Pascal /netdef/a.out+0x4c317a) in nain

memory-leak.c

#include <stdlib.h>

int main(void) {
int *data = mall oc(sizeof(int));
return O;


https://github.com/google/sanitizers/wiki/AddressSanitizerExampleUseAfterFree
https://github.com/google/sanitizers/wiki/AddressSanitizerExampleHeapOutOfBounds
https://github.com/google/sanitizers/wiki/AddressSanitizerExampleStackOutOfBounds
https://github.com/google/sanitizers/wiki/AddressSanitizerExampleGlobalOutOfBounds
https://github.com/google/sanitizers/wiki/AddressSanitizerExampleUseAfterReturn
https://github.com/google/sanitizers/wiki/AddressSanitizerExampleUseAfterScope
https://github.com/google/sanitizers/wiki/AddressSanitizerInitializationOrderFiasco
https://github.com/google/sanitizers/wiki/AddressSanitizerLeakSanitizer

Address Sanitizer: memory leaks

==188==ERROR: LeakSanitizer: detected menory |eaks

Direct leak of 4 byte(s) in 1 object(s) allocated from
#0 0x493ald in malloc (/mt/c/ Users/Pascal/ netdef/a. out+0x493ald)
#1 0x4c3128 in main (/mt/c/ Users/Pascal / netdef/a. out +0x4c3128)
#2 0x7fe30al950b2 in __libc_start_main (/1ib/x86_64-1inux-gnu/libc.so.6+0x270b2)

SUMVARY: AddressSanitizer: 4 byte(s) leaked in 1 allocation(s).

UndefinedBehavior Sanitizer

UndefinedBehaviorSanitizer (UBSan) is a fast undefined behavior detector. UBSan maodifies the program at compile-time to catch various kinds of
undefined behavior during program execution.

A list of available checks can be found here. The flag -fsanitize=undefined will perform all checks except for f | oat - di vi de- by- zer o, unsi gned-
integer-overflow, inplicit-conversion,local-bounds andthe nul | ability-* group of checks.

Depending on the severity, error detection look like the following:

division-by-zero.c

int main() {
int test = 5;
int zero = 0;
return test/zero;

UndefinedBehavior: division by zero

test.c:4:13: runtinme error: division by zero
SUMVARY: Undefi nedBehavi or Sani ti zer: undefined-behavior test.c:4:13 in
Undef i nedBehavi or Sani ti zer: DEADLYSI GNAL
==120==ERROR: Undefi nedBehavi or Sani ti zer: FPE on unknown address 0x00000042370f (pc 0x00000042370f bp
Ox7fff8e7e9860 sp Ox7fff8e7e9850 T120)
#0 0x42370f in main (/mt/c/Users/Pascal / netdef/a. out +0x42370f)
#1 0x7f941dd3c0b2 in __libc_start_main (/1ib/x86_64-1inux-gnu/libc.so.6+0x270b2)
#2 0x40330d in _start (/mt/c/Users/Pascal/netdef/a.out+0x40330d)

Undef i nedBehavi or Sani ti zer can not provide additional info.
SUMVARY: Undef i nedBehavi or Sani ti zer: FPE (/mt/c/ Users/ Pascal / net def/a. out +0x42370f) in main
==120==ABORTI NG

overflow.c

int main() {
int one = 578765432;
int two = 567654365;
return one*two;


https://clang.llvm.org/docs/UndefinedBehaviorSanitizer.html#ubsan-checks

UndefinedBehavior: signed integer overflow

test.c:3:5: runtime error: signed integer overflow 2147483647 + 1 cannot be represented in type "int'
SUMVARY: Undef i nedBehavi or Sani ti zer: undefined-behavior test.c:3:5 in

Thread Sanitizer

Thr eadSani ti zer (aka TSan) is a data race detector for C/C++. Data races are one of the most common and hardest to debug types of bugs in
concurrent systems. A data race occurs when two threads access the same variable concurrently and at least one of the accesses is write. An example is
provided below:

data-race.c

#i ncl ude <pt hread. h>
int global = 0;

void *threadfunc(void *x) {
gl obal = global + 1;
return Xx;

}

int main() {
pthread_t t1;
pthread_t t2;
pthread_create(& 1, NULL, threadfunc, NULL);
pthread_create(& 2, NULL, threadfunc, NULL);
pthread_join(t1, NULL);
pthread_join(t2, NULL);
return gl obal;

Thread Sanitizer: data race

WARNI NG ThreadSanitizer: data race (pid=371)
Wite of size 4 at 0x000000f 12358 by thread T2:
#0 t hreadfunc <null > (a.out+0x4bl8ee)

Previous wite of size 4 at 0x000000f 12358 by thread T1:
#0 t hreadfunc <null > (a.out +0x4bl8ee)

Location is global 'global' of size 4 at 0x000000f 12358 (a.out +0x000000f 12358)
Thread T2 (tid=374, running) created by main thread at:

#0 pthread_create <null> (a.out+0x424a2b)

#1 main <nul | > (a.out+0x4b1960)
Thread T1 (tid=373, finished) created by main thread at:

#0 pthread_create <null> (a.out+0x424a2b)

#1 mai n <nul | > (a.out +0x4b1941)

SUMVARY: ThreadSanitizer: data race (/mt/c/Users/Pascal/netdef/a.out+0x4b18ee) in threadfunc

ThreadSani ti zer: reported 1 warnings

Memory Sanitizer

MemorySanitizer (MSan) is a detector of uninitialized memory reads in C/C++ programs.



uninit-mem.c

int main() {
int x;
return x;

Memory Sanitizer

==247==WARNI NG MenorySani tizer: use-of-uninitialized-val ue
#0 0x495056 in main (/mt/c/ Users/ Pascal / net def/ a. out +0x495056)
#1 Ox7f43b7ed10b2 in __libc_start_main (/1ib/x86_64-1inux-gnu/libc.so.6+0x270b2)
#2 0x41c26d in _start (/mt/c/Users/Pascal/netdef/a.out+0x41c26d)

SUMVARY: MenorySanitizer: use-of-uninitialized-value (/mt/c/Users/Pascal/netdef/a.out+0x495056) in main
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